REGISTRATION FORM / ORDER FORM

VIGIL@NCE

Vigil@nce is designed to be directly used by your services on a daily basis to make sure your systems are
constantly secured.

This technological survey comprises two key aspects:
=>» Auvailability of information on aweb server (vulnerabilities and countermeasures).
=> Issue of alert e-mail messages announcing the discovery of important vulnerabilities.

TERMS AND CONDITIONS OF THE SERVICE

The Vigil @nce service includes the following elements:

vulnerabilities for components selected on page 2 and 3,

vulnerabilities for optional components selected on page 4,

3 logins and passwords that can be distributed to a maximum of 10 users,

web server access describing vulnerabilities displayed using 3 profiles (complete access, without attacks,
synthetic) corresponding to the above logins,

e-mail alert once an important vulnerability is discovered (level 4),
daily e-mail summary of new vulnerabilities and/or updates,
weekly e-mail listing all the countermeasures of the week

This service is exclusively reserved to department listed on page 2.
This serviceisin French. It is available in English upon request.

L2 2 I

DURATION OF THE SERVICE

The subscription is decided for an initial period of one year, after which it can be renewed by tacitus renewal,
unless termination by one or the other of the contracting parties, which has to be done with a month’s notice sent by
registered letter including an acknowledgement of receipt.

The service is opened once AQL - Groupe Silicomp is in possession of the order form which has been signed and
fully completed.

COST AND PAYMENT TERMS AND CONDITIONS

= Thecost of ayearly subscription in French or English language is 5 300.00 € VAT excluded.
= The global amount of the subscription fee (standard+options) is indicated page 4.

= Once the order form has been received, the invoice is addressed to the person in charge within the client
company.

OPTIONS

=>» Adding a component costs 150,00 € VAT excluded the first year and becomes free after. Each new component
isintegrated in the survey perimeter after qualification by Vigil @nce's technical team.

= A monthly CDROM can be sent by snail mail. This CDROM contains a static copy of the Web site. Search
functionnalities are not available. Delivering 12 CDROMS costs 450,00 € VAT excluded.

At Date
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SILICOMP-AQL

REGISTRATION FORM / ORDER FORM
ADMINISTRATIVE INFORMATION (PLEASE USE CAPITAL LETTERS)
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Name and surname of the person in charge : Name and surname of the technical representative:
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E-mail ;| | E-mail : |
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E-Mail TECIEVING BIEITS : ...oieeeiiiiee ettt et e st e et e s teeae e besteestease e e essesbeeasestesseentesreensentesneessennen

LIST OF COMPONENTS INCLUDED IN THE SURVEY (rLEASE TICK THE APPROPRIATE BOXES)

Protocols: Switch/hub : Network optimization :
O ARP O 3Com Super Stack PS Hub O Alteon ACEdirector (Nortel
O BGP O 3Com Super Stack Switch Networks)
O Bluetooth O Cisco Catalyst O Cisco Cache Engine
O DNS O Cisco Content Services Switch
O FTP Modems: O Content Director
O HTTP O 3Com OfficeConnect modem O Content Reporter
O HTTPS O Alcatel SpeedTouch O NetCache (Network Appliance)
O IMAP
O IR, TCP, UDP, ICMP, IGMP Remote access : Firewalls:
O NetBIOS O Cisco Access Server O Firewal-1 (CheckPoint)
O POP O Cisco Secure Access Control O IPFilter
O PPP Server O IPxxx/IPSO (Nokia)
o SMTP O Cisco VPN Concentrator O ISA
O SNMP O ERX (Siemens Unisphere) O M>Wall (Matranet)
O 80211 O [IPSX (CoSine Communications) O Netscreen/ ScreenOS
O Shasta(Nortel Networks) O PIX (Cisco)
Routers: O SEF (Symantec)
O 3Com NETBuilder I O VPN-1
O Cisco

O Juniper M-series
(list continued on the next page)

At Date
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REGISTRATION FORM / ORDER FORM

|

SILICOMP-AQL

LIST OF ALL THE COMPONENTS INCLUDED IN THE SURVEY (seconp pAGe)

Operating systems:
AlIX

Debian Linux
FreeBSD
HP-UX

IRIX

Mandrake Linux
MPE/iX

Novell Netware
NetBSD
OpenBSD
OpenLinux

Red Hat Linux
Red Hat Enterprise Linux
Red Hat Fedora
SGI ProPack for Linux
Slackware Linux
SuUSE Linux
Solaris

True4 UNIX
TurboLinux
Windows

OO00O0O0oOoOoOoO000O00oO0OoOoOoooOoo0oan

Index Server

Netscape FastTrack Server
PWS

Squid cache

Sun Java System Web Proxy
Server

Sun Java System Web Server
Site Server

OO0 OOooOooOooOoo0o0

At Date

Messaging / news servers:
Exchange

Netscape Collabra Server
Postfix

Sendmail

Sun Java System M essaging
Server

Oooooo

DNS/DHCP servers:
O Bind

Fileservers:
O ProFTPD
O WU-FTPD

Application servers:

O Sun Java System Application
Server

O Oracle Application Server

O WebLogic Server

O WebSphere Application Server

Data servers:
Ingres

L otus Domino
MySQL
OpenLDAP
Oracle Database
PostgreSQL
SQL Server
Sybase ASE
Sun Java System Directory
Server

OO0OoOoOoOoooo

Audit and IDS:
O RealSecure Network Sensor
(1S9)

Cryptography and authentication:
O ACE/Server (RSA)

O ACE/Agent (RSA)

O GnuPG

O SecurlD Token (RSA)

Remote session
O OpenSSH

Supervision and management :
O SunJava System Calendar
Server

Anti-virus:
O Web Security (Symantec)
O Interscan Viruswall / eManager

Web browsing and mail :
FireFox

Internet Explorer

Lotus Notes

Mozilla

Netscape Communicator
Outlook

Outlook Express
Thunderbird

ffice:
Access
Excel
PowerPoint
Word

OO00o0o OoOooOoooooao
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REGISTRATION FORM / ORDER FORM

ORDER FORM

Standard yearly subscription (please tick only one box)

Designation Price (VAT excluded) Standard amount
o Standard yearly subscription in French only 5.300,00 € 5.300,00 €
Options
Designation Price Quantity | Options amount
a Optiona components:
SRS 150,00 € T €
SRS 150,00 € T €
O oeeetereee ettt ettt re e 150,00 € I N €
O oeeetereee ettt ettt re e 150,00 € 1 | s €
SRS 150,00 € I €
O oeeetereee ettt ettt re e 150,00 € I N €
O oeeetereee ettt ettt re e 150,00 € 1 | s €
SRS 150,00 € I €
SRS 150,00 € T €
a Monthly CDROM (12 CDROMS) 450,00 € | o] e, €
Total
Total amount (VAT excluded): e, €
VAT 196% €
Total amount (VAT included): €

At Date
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CONFIDENTIALITY AGREEMENT

(PLEASE USE CAPITAL LETTERS)

| the undersigned (name& surname),

Employee Of the COMPANY ...
AS (AUEIES CATIEA QUL JOD) ...

Wish to have an access to the information base of the « Vigil@nce » technological security survey.

I commit myself to allocate the 3 loging/passwords, made available by AQL - Groupe Silicomp, to a maximum of
10 users.

I commit myself to take all the required actions to respect confidentiality and in particular by not revealing to
anyone, apart from the 10 users, al this confidential information.

AQL - Groupe Silicomp declines all responsability in case of prejudice linked with the use of information available
on « Vigil@nce ».

| acknowledge that in the case of violation of the commitments metioned above, my liability will be involved
according to the articles 226-13, 226-14, 226-25 of the new French Penal Code and the article L621-1 of the French
code of intellectual property that | claim to have read.

At Date
Sgnature of the person in charge preceeded by the hand-written note « read and approved »

Please return these five pages fully completed by fax or by post to :
AQL—Groupe Silicomp

Vigil@nce

1 rue de la Chéataigneraie - CS 51766

F35517 CESSON-SEVIGNE

Fax : +33 (0)2 99 63 70 40
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